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Wardriving	
  on	
  Public	
  Vehicles	
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•  Database	
  limitaGons	
  
•  OpportunisYc	
  wardriving	
  framework-­‐	
  V-­‐Scope	
  
– Primary	
  detecYon	
  algorithm	
  
– Model	
  refinement	
  procedure	
  
– Broadcast	
  leakage	
  predicYon	
  
– LocalizaYon	
  algorithm	
  

•  EvaluaYon	
  	
  
•  Summary	
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Device	
   Under	
  
ProtecGon	
  

TV	
   0.1%	
  

Microphone	
   0.02%	
  

Databases	
  are	
  efficient	
  in	
  protecGng	
  primary	
  users	
  

•  Study	
  a	
  commercial-­‐grade	
  database	
  from	
  
SpectrumBridge,	
  Inc.	
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Accuracy	
  of	
  Primary	
  DetecYon	
  
•  Experiment	
  setup	
  
–  Collect	
  trace	
  in	
  30	
  UHF	
  channels	
  	
  
–  Capture	
  primary	
  signals	
  from	
  -­‐40dBm	
  to	
  -­‐120dBm	
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Detected	
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   98.1%	
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PredicYng	
  Leakage	
  of	
  TV	
  Broadcast	
  

•  A	
  constant	
  power	
  offset	
  between	
  in-­‐band	
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  and	
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  at	
  any	
  locaYon	
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EvaluaYon	
  
•  Experiment	
  setup	
  
– Deployed	
  on	
  a	
  metro	
  bus	
  at	
  Madison,	
  WI	
  	
  
– Collected	
  over	
  1	
  million	
  measurements	
  around	
  
150	
  square-­‐km	
  area	
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Cabinet	
  inside	
  bus	
  ThinkRF	
  WSA4000	
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PredicYng	
  TV	
  Whitespace	
  Spectrum	
  
•  Use	
  80%	
  measurements	
  to	
  fit	
  different	
  models	
  
•  Predict	
  TV	
  signal	
  strength	
  at	
  the	
  rest	
  of	
  measurements	
  
•  Use	
  -­‐114dBm	
  threshold	
  to	
  determine	
  TV	
  whitespaces	
  

24	
  Tan	
  Zhang	
  /	
  V-­‐Scope	
  /	
  HotNets	
  2013	
  

4x	
  ReducGon	
  

PredicGon	
   Under	
  
ProtecGon	
  

Commercial	
  
Database	
   0.1%	
  

V-­‐Scope	
  	
   0.037%	
  



SelecYng	
  Suitable	
  Whitespace	
  Channels	
  
•  Sum	
  the	
  predicted	
  power	
  of	
  unlicensed	
  devices	
  and	
  

broadcast	
  leakage	
  in	
  each	
  whitespace	
  channel	
  
•  Select	
  suitable	
  channels	
  with	
  power	
  below	
  a	
  threshold	
  
•  Count	
  number	
  of	
  mis-­‐selected	
  channels	
  at	
  each	
  locaYon	
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15-­‐30Mbps	
  PHY	
  rate	
  drop	
  
for	
  5dB	
  increase	
  in	
  power	
  

3	
  –	
  4	
  channels	
  	
  
mis-­‐selected	
  for	
  	
  
50%	
  locaGons	
  

Correctly	
  select	
  all	
  
the	
  channels	
  for	
  	
  
72	
  -­‐	
  83%	
  locaGons	
  



Localizing	
  Unlicensed	
  Devices	
  

•  Collect	
  vehicular	
  measurements	
  for	
  a	
  100mW	
  
transmiger	
  in	
  5	
  different	
  buildings	
  

•  Use	
  a	
  GPS	
  device	
  to	
  determine	
  actual	
  locaYons	
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Conclusion	
  
•  Deployed	
  a	
  system	
  on	
  public	
  transit	
  buses	
  to	
  collect	
  spectrum	
  

measurements.	
  
	
  
•  ExisYng	
  databases	
  have	
  limitaYons	
  in	
  managing	
  TV	
  whitespaces.	
  

–  Cause	
  under-­‐uYlizaYon	
  of	
  whitespace	
  spectrum	
  	
  	
  
–  Unable	
  to	
  predict	
  the	
  quality	
  of	
  whitespace	
  channels	
  
–  Do	
  not	
  agempt	
  to	
  validate	
  the	
  locaYon	
  of	
  TV-­‐band	
  devices	
  

	
  
•  Designed	
  measurement-­‐refined	
  models	
  to	
  augment	
  databases	
  

–  Predict	
  TV	
  whitespace	
  spectrum	
  
–  EsYmate	
  the	
  quality	
  of	
  whitespace	
  channels	
  
–  Localize	
  primary	
  and	
  secondary	
  devices	
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