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Wireless is the dominant technology in homes for 
accessing multimedia services 
•  ISPs have built strong experience in managing the wired 

connection into the home 
•  Wireless link has typically been left unmanaged 



Wireless management is critical for 
user experience 

Multimedia Multimodal controls 
-  TV 
-  Tablets 
-  Storage 
-  Security 
-  Sensors 

Unlicensed spectrum shared in an uncoordinated manner 
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The Drain on WiFi Bandwidth 
How WiFi slows down high speed 
connections in dense urban environments. 

> 6 Mbps 



“Blood test” for wireless  networks 





RF analytics SDN 

All implemented in commodity WiFi software and hardware 



Commodity	  AP	  Hardware	  
(Broadcom,	  Qualcomm,	  Marvell	  ...)	  

Cloud-‐based	  
	  	  	  	  Wireless	  

	  	  	  	  Management	  

Overall architecture 

RF analytics 
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Cloud-based RF Management 
COAP:  Coordination framework for Open  Access  Points 

Interference estim
ation 

and m
itigation techniques 

COAP  API (~ OpenFlow) 



 	  Interference	  Detec8ng	  &	  Quan8fica8on	  
–  WiFi,	  Bluetooth,	  Analog	  phones,	  	  	  	  	  	  

Microwaves,	  Game	  controllers	  

 Coverage	  Maps	  
–  RSSI,	  CINR	  at	  (x,y,z)	  coordinates	  

 Localiza8on	  of	  Interferers	  
–  “Your	  WiFi	  box	  is	  too	  close	  to	  microwave	  oven.	  

Please	  move	  it	  farther	  preferably….”	  
–  “There	  is	  a	  cordless	  phone	  close	  by.	  Please	  

move	  the	  cordless	  phone	  farther	  away	  from	  
your	  tablet.”	  

Performance Optimization & Analytics 



 WiFi	  interference	  mi8ga8on	  
-‐  Frequency,	  Power,	  Cross-‐Layer	  Op8miza8ons	  
-‐  Machine	  Learning	  &	  Sta8s8cal	  Analysis	  

  Network	  Performance	  Matrices	  
–  Quality of Experience  
–  RF Heat Maps … 

  Customer	  Support	  Assistance	  
–  Go back  in time: see interferers & AP performance  
–  See neighboring APs and details of these APs 
–  Observe Centaur driven updates and their results 

Performance Optimization & Analytics 



Understanding Interference 



(use WiFi-only hardware!) 

-  COLLIE (Collision Inferencing Engine) 

Real-time Interference estimators 

Our solution 

WiFi to WiFi Interference 

-  PIE (Passive Interference Estimator) 

Non-WiFi to WiFi Interference 

-  Airshark 

-  WiFiNet 
1.  quantify interference impact 
2.  pin point device location 

1.  detect non-WiFi devices  



High powered non-WiFi devices share the 
spectrum with WiFi devices 



More than 50% throughput drop  
and, in some cases,  

throughput drops to zero!  

Across locations, many  
devices frequently  appeared  
with a high signal strength 

How severe is the impact? 

How prevalent are the devices? 



Key questions: 

•  Are there any non-WiFi devices in the medium? 
•  Which non-WiFi devices caused interference? 
•  How do we locate these non-WiFi devices? 



•  Use existing WiFi interfaces to 
detect and quantify 
–   No dedicated spectrum sensor 
–   Who is the interferer? 

–  Can I tell multiple identical devices 
apart? 
•  Needed for impact quantification 

– How to localize? 



•  Exploit distributed 
observers 

•  Timing information and 
statistical techniques 

•  Learn and adapt 
Solution 



•  1. AirShark: Non-WiFi device detection 
•  2. WifiNet: Quantify interference and localize 

  1. Video camera 

1. Microwave oven 
2. Video camera 

  1. Microwave oven 

L3 

AP1 AP3 

AP2 Interference  
estimation 

Device localization 

1. Microwave oven at R1 
2. Video camera at R2: impact on L3 = 0.4 
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Frequency 

22 MHz 

312 kHz 
Sub-carriers 

Using a coarse-grained WiFi lens 

 O(103) to 
O(104)  
samples/sec 

Coarse-grained  
freq. resolution Coarse-grained time resolution 

Limited spectrum view 

RSSI/power per sub-carrier 



Spectral 
Sampling 

Pulse 
Detection 

Feature 
Extraction 

Extract Features 

Decision Tree Classifier 
Training / Classification 

(OFF) (ON) 

Device Detection Pipeline 

DT-
classifiers 



> 98% accuracy at signal strengths >= -80 dBm 



> 91% accuracy at signal strengths >= -80 dBm 



Including integrating with a commercial off-the-shelf AP platform 





•  Quantify the “impact” of each device on 
each WiFi link 
–  Identify the transmission overlaps between WiFi frames 

and non-WiFi pulses 
–  Correlate frame losses and transmission overlaps 

Time 

Loss Success Loss Impact = 1 



Cordless 
phone 1 

Cordless 
phone 2 

What about multiple devices of same type?  
Which RF activity belongs to which device? 

Also have to them discern interference impact of each 
device type 



Ground truth  
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Error in estimate 
Error is within 10% for 95% cases 



Error is <15% for >85% of 
the cases 

Error in estimate 
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Feedback from: 
S0,S2 

Feedback from: 
S3,S5 

Feedback from multiple pairs of nodes helps 
narrow down the device location 



Deployment 1 

Deployment 2 

Median error <= 4 meters 





Each AP has to fend for itself   



Cloud-based Centralized Management 

Controller 

(brings enterprise-style diligence to home APs and much more) 



Coordinated channel changes 

Manage Tx Power 

Epoch-based scheduling 

Managed: Channel Assignments, Power Control,  
                  Cross-layer Scheduling, Load Balancing & more 



•  Microwave comes on at 7pm and 
stays on for about 30 minutes 

•  Neighbor starts a Netflix flow late 
evening 

Make proactive configuration  
decisions based on learnt context 



Controller 

Home AP 

COAP:  
Coordination  
framework for  
Open  
Access  
Points 

Implemented  using 
a Floodlight controller, 
OpenFlow, and 
OpenWRT APs 



Function 
SetParameters (channel, power) 
SetAirtimeAccess (slotDur, txBitmap) 

GetNeighborInfo() 
GetAirtimeUtilization(epoch) 
GetClientInfo() 
GetLocalLinkStats() 
GetTrafficInfo() 

GetNonWiFiDevices() 
GetPacketSummaries() 



Suppose 
infrastructure 
can gather 
conflict data … Controller 

SetParameters(AP1, Channel, 1) 

SetParameters(AP2, Channel, 6) 

Ch.1  

Ch.6  



Suppose 
infrastructure 
can gather 
conflict data … Controller 

SetAirtimeAcess(AP1, “1010”) 

SetAirtimeAcess(AP2, “0101”) 

Handling a hidden terminal scenario 



•  OpenWRT based APs 
–   ALIX 2d2 platform: (500 MHz 

AMD Geocode CPU, 256 
DDR RAM, flash storage) 

•  30+ APs deployed in homes 
& apartment complexes for  
2+ years 

•  COAP Cloud controller 
hosted in off-the-shelf Linux 
server 

Field Trials 

MDU Deployment 1 

14  APs 

Madison, WI 

MDU Deployment 2 



Indicators Bldg 1 Bldg 2 
A  S L  R V Poor Poor V Poor Poor 

Y X X X 0 18.4 0 1 

X X Y X 24.2 49.5 25.2 78.1 
Y X Y X 61.8 26.7 2.1 1.4 

X Y Y X 2.3 1.1 20 15.8 

X Y Y Y 9.4 0 51.6 3.4 

Others 2.3 4.3 1.1 1.3 



(In a 40 day period) 



•  Compared solution in one of our 
apartment buildings 

•  Approach 
– Day 1: COAP completely disabled 
– Day 2: COAP managed 
– Alternated for nearly two weeks 



Data is sorted for the two cases for easier viewing 
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Looking for AP platform partners to deploy COAP 

Students: Ashish Patro, Dale Willis, Arkodeb Dasgupta, Prakhar Panwaria, 
                R Sivasubramanian  


