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Threat	
  models	
  and	
  cloud	
  research	
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provider	
  

(1) Cloud-­‐as-­‐adversary	
  

Cloud	
  
provider	
  

(2)	
  	
  Adversarial	
  tenants	
  and	
  outsiders	
  

Real-­‐world	
  examples:	
  
Insiders	
  
Compromise	
  of	
  control	
  plane	
  
Government	
  surveillance	
  

Real-­‐world	
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  VMs	
  
External	
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  (SQL	
  injecEon,	
  DoS,	
  etc.)	
  



Threat	
  models	
  and	
  cloud	
  research	
  
(2a)	
  New	
  threats	
  in	
  public	
  clouds	
  
Focuses	
  on	
  intersecEon	
  of	
  resource	
  	
  
sharing	
  and	
  adversarial	
  tenants;	
  	
  
new	
  technologies	
  used	
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provider	
  

(2)	
  	
  Adversarial	
  tenants	
  and	
  outsiders	
  

Side-­‐channel	
  aMacks	
  and	
  defenses	
  
	
  (See	
  Venkat’s	
  talk)	
  

Pricing	
  and	
  resource	
  abuse	
  
	
  (Resource-­‐freeing	
  aMacks,	
  	
  
	
  placement	
  gaming,	
  
	
  billing	
  measurements	
  –	
  See	
  Rob’s	
  talk)	
  

Technology	
  issues	
  
	
  (RNGs	
  in	
  virtualized	
  environments	
  –	
  See	
  Adam’s	
  talk)	
  



Threat	
  models	
  and	
  cloud	
  research	
  
(2a)	
  New	
  threats	
  in	
  public	
  clouds	
  
Focuses	
  on	
  intersecEon	
  of	
  resource	
  	
  
sharing	
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new	
  technologies	
  used	
  

Cloud	
  
provider	
  

(2)	
  	
  Adversarial	
  tenants	
  and	
  outsiders	
  

(2b)	
  Dealing	
  with	
  old	
  threats,	
  be?er	
  
Focuses	
  on	
  leveraging	
  provider	
  &	
  	
  
control	
  plane	
  to	
  help	
  tenant	
  security	
  



Project	
  Silver	
  

Broad	
  research	
  agenda	
  on	
  how	
  cloud	
  providers	
  can	
  
help	
  improve	
  security	
  for	
  the	
  tenant	
  ecosystem	
  

The	
  goal:	
  	
  It	
  is	
  safer	
  to	
  run	
  in	
  the	
  cloud	
  



The	
  opportunity	
  

The	
  migraEon	
  to	
  cloud	
  services:	
  
•  4%	
  of	
  Alexa	
  Top	
  Million	
  websites	
  using	
  EC2/Azure	
  	
  

	
  	
  	
  	
  	
  	
  (See	
  Keqiang’s	
  talk)	
  
•  CentralizaEon	
  of	
  hosEng	
  into	
  fewer	
  large	
  providers	
  
•  Cloud	
  providers	
  (or	
  third-­‐parEes)	
  adding	
  features	
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Today:	
  	
  
Ongoing	
  projects	
  involving	
  WISDOM	
  

•  Cloud	
  observatory	
  
– Provide	
  data	
  sets	
  and	
  methodologies	
  for	
  
understanding	
  how	
  cloud	
  usage	
  evolves	
  

•  New	
  IaaS	
  Security	
  Services	
  
– Security-­‐posture	
  audit	
  tools	
  (SPATs)	
  
– Other	
  projects	
  



Cloud	
  observatory	
  

•  Measure	
  usage,	
  security	
  posture	
  of	
  
cloud	
  tenants	
  
– GeneraEng	
  several	
  rich	
  datasets	
  
– Analysis	
  and	
  opportunity	
  finding	
  
	
  

DNS	
  	
  
records	
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   WhoWas	
  

DB	
  



Example	
  quesEons	
  to	
  answer	
  

•  What	
  is	
  distribuEon	
  of	
  deployment	
  types?	
  

•  How	
  much	
  churn	
  is	
  there?	
  (Turnover	
  rate	
  per	
  IP	
  
address)	
  

•  Are	
  soaware	
  updates	
  reaching	
  cloud	
  tenants	
  
quickly?	
  

•  What	
  kinds	
  of	
  malicious	
  acEvity	
  arise?	
  Are	
  IP-­‐
based	
  blacklists	
  working	
  well	
  for	
  IaaS	
  clouds?	
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Cloud	
  observatory	
  data	
  sets	
  

HTTP	
  get	
  
(IP	
  once	
  per	
  day)	
  

Clustering,	
  
analysis	
  

Websites	
  	
  

IP	
  Ranges	
   WhoWas	
  
DB	
  

IP	
  crawl	
  dataset	
  

Fetch	
  HTML	
  content	
  of	
  web	
  pages	
  ~	
  every	
  3	
  days	
  (using	
  IP	
  address)	
  

Extract	
  features	
  to	
  cluster	
  IP	
  addresses	
  for	
  same	
  web	
  page	
  

MySQL	
  database	
  with	
  front-­‐end	
  for	
  running	
  analyses	
  

EC2:	
  3	
  months	
  (Oct,	
  Nov,	
  Dec	
  2013)	
  
Azure:	
  2	
  months	
  (Nov,	
  Dec	
  2013)	
  

900	
  GB	
  of	
  data	
  
EC2:	
  ~1.4	
  million	
  unique	
  	
  IPs	
  respond.	
  ~300K	
  unique	
  clusters	
  
Azure:	
  ~150K	
  unique	
  IPs	
  respond.	
  ~40K	
  unique	
  clusters	
  
	
  



Cluster-­‐based	
  analysis	
  

•  Six-­‐tuple	
  to	
  fingerprint	
  an	
  IP	
  during	
  a	
  
measurement	
  round	
  
–  <Etle>	
  </Etle>	
  	
  	
  content	
  
–  Keywords	
  
–  Server	
  soaware	
  and	
  version	
  
– Generator	
  tags	
  (e.g.,	
  PHP	
  vs.	
  Ruby	
  backend)	
  
– Google	
  AnalyEcs	
  ID	
  number	
  
–  SimHash	
  of	
  HTML	
  textual	
  content	
  

•  Use	
  unsurpervised	
  clustering.	
  Parameters	
  chosen	
  
using	
  gap	
  analysis	
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Number	
  of	
  page	
  clusters	
  over	
  Eme	
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Figure 16: Change over time in types of instances in EC2 (as
percentages) for both VPC and Classic instances. X-axis is
the round of scanning. Note that Y-axes are different in each
chart.
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Figure 17: Change over time in types of instances (as per-
centages) in Azure. X-axis is the round of scanning. Note
Y-axes are different in each chart.

from a Classic-only cluster to a VPC-only cluster (or visa
versa), we also call it a Mixed cluster. We found 177,426
Classic-only clusters, 59,547 VPC-only clusters and 6,371
Mixed clusters in EC2. We observed 1,024 clusters that tran-
sitioned from Classic-only to VPC-only and 483 transitioned
from VPC-only to Classic-only. They are all relatively small
websites, with at most 15 instances over time.

We see 65% of HTTP-NORMAL IPs in EC2-Classic and
60% of HTTP-NORMAL IPs in EC2-VPC were associated
to only one cluster for the duration of measurements. These
IP may be Elastic IP addresses or bind to reserved instances.
The cluster size is the average number of IPs a cluster uses
per day. Overall, the cluster size of 78.81% of clusters in
EC2 is 1, 20.84% is between 2 and 20, 0.28% is between
21 and 50, and 0.07% is > 50. The distribution of cluster
size in Azure shows it has more small clusters, which are
86.19%, 13.64%, 0.12%, and 0.05% respectively. Of EC2
Mixed clusters 30.3% had only a single IP — these transi-
tioned from EC2-VPC to EC2-Classic (or visa versa). Of
EC2 Classic-only clusters, 99.9% used less than 34 IPs, and
99.9% of VPC-only clusters used less than 23 IPs. More than
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Figure 18: Changes of number of Classic-only, VPC-only
and Mixed clusters in EC2 and in Azure
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Figure 19: Changes of number of clusters in EC2-Classic,
EC2-VPC and Azure

100 IP addresses were used by 46 Classic-only clusters, 3
VPC-only clusters, and 51 mixed clusters. One Mixed clus-
ter, which represents Heroku, uses more than 30 K instances
in EC2-Classic.

Figure 20 shows the changes over time for the three types
of clusters. Overall, the number of Classic-only clusters has
been decreasing while VPC-only and Mixed clusters are in-
creasing. Some of the Classic-only clusters may be moving
to other providers, or simply to VPC. We also compare the
change in clusters between two consecutive days. If a clus-
ter appears in the first day but not in the second day, we call
it “disappeared” cluster, and if it appears in the second day
but not in the first day, we call it “new” cluster. Figure 21
shows the new clusters and disappeared clusters on each day
in EC2 and Azure. The changes in EC2 are dramatically, but
in EC2-Classic, the disappeared clusters are more than new
clusters.

Most of the clusters use the same region(s) over time.
98.37% of clusters use the same region(s), 0.7% use 1 ex-
tra region, 0.07% use 2 extra regions, 0.76% decrease by 1,
and 0.07% decrease by 2 in EC2. In Azure, 97.33% use the
same region(s), 1.28% use 1 extra region, 1.13% decreased
by 1 and 0.09% decreased by 2.

For each cluster in EC2, we examine if there is a cluster
in Azure that has the same top-level cluster and Simhash
fingerprint. We find 980 clusters appeared in both clouds.
We find 834 clusters use the nearly the same number of IPs
on average per day and they are all use a small number of

9
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Figure 13: Number of total IPs running target new softwares
(a): PHP (b): WordPress

2013-09-30 2013-12-31
EC2-Classic EC2-VPC EC2-Classic EC2-VPC

tracker #IP #cls #IP #cls #IP #cls #IP #cls
google-analytics 110308 45976 14612 8574 110471 44207 19817 12054
facebook 20344 11173 3714 2066 19000 10664 5202 3020
twitter 12191 7094 2320 1294 11731 6823 3169 1829
doubleclick 3346 1309 719 274 5176 2121 1443 674
quantserve 2134 660 205 77 1890 645 256 102
scorecardresearch 1141 375 231 89 1180 390 466 96
imrworldwide 497 66 48 26 326 65 76 33
serving-sys 188 78 161 43 229 93 188 58
atdmt 183 46 77 22 192 47 97 22
yieldmanager 149 37 40 16 155 39 31 15
total 150481 66814 22127 12482 150350 65094 30745 17903

Table 14: Top 10 third party trackers in EC2 (“#cls” is the
number of clusters that the trackerusing webapges belong to)

trackers. In the both clouds, google-analytics, facebook,
twitter and doubleclick are the widely-used trackers.

The Google Analytics service is the most popular tracker
being used in EC2-hosted and Azure-hosted websites. In
EC2, we can see a total of 55 K clusters (on a given day)
use this service. In order to use this service, a user needs
to apply for a Google Analytic ID and put that ID in her
tracking code. We extract a total of 71,363 unique IDs from
the webpages over 275,513 unique IPs in EC2. These IDs
belong to 106,871 top-level clusters and 111,696 webpage
clusters. In Azure, we collect 6,254 IDs from 11,840 IPs.
We aslo find 166 IDs appeared in both clouds. According
to Google [20], a Google Analytic ID can be split into two
parts: user account and profile identifier. For example, in an
ID “UA-0000-*”, the “0000” is an ID for the user. The user
might use “UA-0000-01”, “UA-0000-02”, etc. on different
websites or applications. By checking IDs we can quickly
estimate a lower bound of the number of unique websites
in the two clouds, as well as the number of websites that
belong to the same user. In EC2, the collected IDs belong
to 64,716 user accounts. Of these accounts, 93.5% use only
one profile, 4.8% have two profiles, 1.6% have 3–11 profiles,
and the rest (0.1%) use 14–35 profiles. In Azure, the IDs
belong to 5,794 user accounts, 94.4% have one profile and
3.9% have two. An account in Azure is at most associated
with 13 profiles.

5.2 Churn Rates in the Cloud
Churn in number of active IPs. As shown in Figure 18,
over the course of WhoWas measurements, the number of in-
stances responding to probes in EC2 increased from 1,074,521
to 1,145,448 and the HTTP-NORMAL instances increased

2013-09-30 2013-12-31
tracker #IP #cls #IP #cls
google-analytics 6764 5048 6914 5247
facebook 1580 1225 1650 1281
twitter 1078 686 1151 705
doubleclick 253 128 379 228
atdmt 49 33 51 29
scorecardresearch 38 28 41 30
quantserve 35 26 35 24
serving-sys 9 7 13 7
imrworldwide 6 4 8 4
adnxs 3 3 16 9
Total 9815 7188 10258 7564

Table 15: Top 10 third party trackers in Azure (“#cls” is the
number of clusters that the trackerusing webapges belong to)

prefix #IP region #IP (% of IPs in region)
23.20.0.0/14 5,564 EC2USEast 41,033 (1.96%)
107.20.0.0/14 5,079 EC2USWest Oregon 11,088 (1.54%)
54.204.0.0/15 3,866 EC2EU 97,88 (1.60%)
54.200.0.0/15 3,112 EC2USWest NC 5,547 (1.69%)
54.224.0.0/15 2,935 EC2AsiaTokyo 4,190 (1.34%)

Table 16: Top 5 prefixes and regions in terms of average IP
churn per day in EC2

from 730,747 to 773,832. However, after Dec. 11, 2013,
we observed the percentage of response instances decreases
slowly, and dropped to 1,110,935 on Dec. 31, 2013. The per-
centage of HTTP-NORMAL instances dropped to 766,189.
The percentage of HTTP-ERROR instances are relative sta-
ble whereas the NON-HTTP instances change dynamically.
In Azure, the response instances increased from 111,851 to
120,121, and the HTTP-NORMAL instances increased from
94,505 to 101,804. Similarly to EC2, the NON-HTTP in-
stances in Azure also changed over time.

In Azure, we observed there is a a big drop in the NON-
HTTP instances on Dec. 02, 2013 from 13,279 to 9,866,
whereas the HTTP-NORMAL instances increased from 98,676
to 99,182 and HTTP-ERROR instances dropped from 7,298
to 6,978. Even if we assume the increased HTTP-NORMAL
instances are those decreased NON-HTTP instances and HTTP-
ERROR instance, there are still 1,291 (0.26%) NON-HTTP
instances become non-responsive. Before Dec. 02, 2013, the
number of NON-HTTP instances in Azure maintains at 13K
level for 12 time points, but after Dec. 01, 2013, the num-
ber of NON-HTTP instances maintains at 10K level, and
also consider that WhoWas is running at a stable environ-
ment, we don’t think the dropped is caused by scanner error.
⌧LW:need to think about it� We are not clear about the
reasons, two potential explanations are (1) some big users
left and (2) EC2 and Azure have both updated their public
IP address list during our experiment, but we didn’t scan the
new networks. These instances may move to new added net-
works.

⌧TCR 5.2: Were any particular regions or prefixes
of EC2 outliers in terms of IP churn? �⌧LW:comments:
In Table 16 IP churn in 23.20.0.0/14 and 107.20.0.0/14
are higher than in other prefixes but not significant high.
US-East is the largest regions in EC2 so it is reason-
able for US-East to have a high churn. �

8

Measurement	
  round	
  (~	
  1	
  round	
  /	
  day)	
  

#	
  
of
	
  IP
	
  a
dd

re
ss
es
	
  



Malicious	
  AcEvity?	
  

•  3.2	
  million	
  URLs	
  collected	
  in	
  average	
  3-­‐day	
  
period.	
  Ran	
  through	
  Google	
  SafeBrowsing.	
   	
  	
  
– 197	
  unique	
  EC2	
  IPs	
  contained	
  >=1	
  malicious	
  URL	
  
– 13	
  unique	
  Azure	
  IPs	
  contained	
  >=1	
  malicious	
  URL	
  

•  VirusTotal	
  (Feb	
  2014):	
  	
  3,840	
  unique	
  EC2	
  IPs	
  
– Most	
  associated	
  with	
  URLs	
  (typical	
  keyword	
  in	
  
domains:	
  “download”)	
  

–  InvesEgated	
  98	
  in	
  depth:	
  	
  
•  use	
  clustering	
  to	
  find	
  further	
  IPs	
  (199	
  extra	
  IPs	
  found)	
  

•  Either	
  case:	
  Average	
  upEme	
  is	
  ~7	
  days	
  (outliers:	
  90+	
  days)	
  



VirusTotal	
  blacklist	
  upEme	
  for	
  	
  
98	
  malicious	
  webpages	
  

Domain # URLs
dl.dropboxusercontent.com 993

dl.dropbox.com 936
download-instantly.com 295

tr.im 268
www.wishdownload.com 223
dlp.playmediaplayer.com 206

www.extrimdownloadmanager.com 128
dlp.123mediaplayer.com 122
install.fusioninstall.com 120

www.1disk.cn 119

Table 24: Top 10 domains associated with malicious con-
tents.

reported as being malicious by engines in VirusTotal. The
last detection time indicates as well when the engines be-
lieve the webpage has changed status to again being non-
malicious.

Using WhoWas, we can find how long a given malicious
webpage was alive before the first detection and how long
it was up after the last detection, by checking how long the
cluster of this webpage was observed in WhoWas dataset.
shows CDFs of the results. Overall, about 90% of type 1 and
type 3 websites, and 50% of type 2 are detected within three
days. Most of the type 1 and type 3 websites are removed
after the last detection. But in type 2, only about 40% of
websites are actually removed. There are some webpages
that have a very long lifetime. For example, a particular type
1 IP hosted malware for at least 82 days (at the time of writ-
ing it is still available, in fact). Anecdotally, we also found
that it frequently changes its domain name, presumably to
avoid detection.

We can also use the clustering mechanism of WhoWas to
find new malicious IP addresses, by labeling as malicious IP
addresses in a cluster with a VirusTotal-labeled malicious IP
address. We were able to label an additional 199 IPs from
47 malicious IPs (about half of the 98 IPs we analyzed in
depth). As a breakdown, 15 VirusTotal-labeled IPs each had
one additional IP; 10 IPs had 2 additional IPs, 6 had 3, and
2 had 13. Also we observed 9 malicious IPs with 42 addi-
tional IPs. In some cases, then, clustering can significantly
help find further malicious activity. It would be interesting
to know if all IPs in these large malicious clusters belonged
to the same account over time, but unfortunately we do not
have this information.

5.3 Characterizing the Web Software Ecosys-
tem on Clouds

We use WhoWas to study the usage of web server, back-
end software languages, website templates, and third party-
trackers in web services running on top of EC2 and Azure.

Web servers. It is easy to fingerprint a web server by check-
ing the “server” field in the HTTP response header. We
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Figure 25: CDFs of the number of days an IP address hosts
the same webpage (left) before first being labeled as mali-
cious by VirusTotal and (right) after last being detected as
malicious by VirusTotal.

successfully identified 89.9% of the HTTP-NORMAL in-
stances’ server in EC2. As shown in Table 10, within EC2
the Apache, Microsoft-IIS, and nginx webservers are most
popular, accounting for over 88.53% of the identified in-
stances. MochiWeb is widely used (30,372 servers, 4.4%),
but the servers running it are only associated with 47 clus-
ters. Its use is almost entirely accounted for by Heroku.
In Azure, we found, perhaps unsurprisingly, that more than
89% of the identified instances in Azure are running Microsoft-
IIS.

The Security Engineering Research Term (SERT) reported
the 10 most vulnerable server versions as determined by a
large-scale scanning [18]. We find some of these vulnera-
ble servers are also being used in both clouds. For example,
in EC2 about 2,641 instances are running Microsoft-IIS/6.0,
and 56 instances are running ‘‘Apache/2.2.24(Unix)mod ssl
/2.2.24OpenSSL/1.0.0-fipsmod auth passthrough/2.1mod b
wlimited/1.4FrontPage/5.0.2.2635’’. A few instances (208)
in EC2 use the outdated versions of Apache (=1.3.*).

Backend languages. By inspecting the “x-powered-by” field
in response headers, we are able to determine the language
used to generate content on servers. The webpages on about
215 K (165 K in EC2-Classic and 50 K in EC2-VPC) IPs,
which is about 25% of HTTP-NORMAL IPs, contain this
field. As shown in Table 10, PHP is the most popular back-
end language, and it is used on 52% of these webpages.
New versions are not yet being used widely. The most-used
version of PHP in EC2 is 5.3.10, followed by 5.3.27 and
5.3.3. PHP version 5.4.21 was released on Oct. 17, 2013;
version 5.4.22 was released on Nov. 14, 2013; and version
5.4.23 was released on Dec. 12, 2013. Figure 26a shows the
changes over time of the number of webpages using differ-
ent PHP versions in EC2. In Azure, in the 70K instances re-
porting the “x-powered-by” field, 94.2% are using ASP.net,
followed by PHP (4.3%) and Express (0.6%). Only a few
webpages (<=20) use the latest version of PHP on Azure.

Website templates. We successfully identify the template
of webpages on about 26 K IPs (3% of HTTP-NORMAL
IPs) running on EC2. Of these, 76% are in EC2-Classic
and 15% are in EC2-VPC. WordPress is the most-used tem-
plate which is used by 71.1% (76.6% in EC2-Classic) of

12

Type	
  1,	
  2,	
  3	
  refer	
  to	
  different	
  paMerns	
  of	
  malicious	
  deployments	
  

#	
  of	
  days	
  website	
  available	
  before	
  
appearing	
  on	
  blacklist	
  

#	
  of	
  days	
  website	
  available	
  a.er	
  
last	
  appearing	
  on	
  blacklist	
  

Many	
  sites	
  are	
  
relaEvely	
  quickly	
  

flagged	
  by	
  blackLists	
  
Some	
  sites	
  stay	
  up	
  for	
  

a	
  long	
  Eme	
  aaer	
  
appearing	
  on	
  blacklist	
  



Cloud	
  Observatory	
  is	
  Ongoing	
  Work	
  

•  Measure	
  usage,	
  security	
  posture	
  of	
  
cloud	
  tenants	
  
– GeneraEng	
  several	
  rich	
  datasets	
  
– Analysis	
  and	
  opportunity	
  finding	
  

•  Ques2ons	
  for	
  you:	
  
– Other	
  quesEons	
  to	
  ask?	
  
– Other	
  ideas	
  for	
  methodologies?	
  
– Further	
  data	
  sets?	
  	
  

DNS	
  	
  
records	
  

Conn	
  
records	
   WhoWas	
  

DB	
  



Today:	
  	
  
Ongoing	
  projects	
  involving	
  WISDOM	
  

•  Cloud	
  observatory	
  
– Provide	
  data	
  sets	
  and	
  methodologies	
  for	
  
understanding	
  how	
  cloud	
  usage	
  evolves	
  

•  New	
  IaaS	
  Security	
  Services	
  
– Security-­‐posture	
  audit	
  tools	
  (SPATs)	
  
– Other	
  projects	
  



Security	
  Services	
  for	
  Tenants	
  

Provider	
  

Tenant	
  A	
   Tenant	
  B	
  

IaaS	
  control	
  plane	
  as	
  trusted	
  	
  
third-­‐party	
  for	
  tenants	
  

Somewhat	
  analogous	
  to	
  	
  
kernel/userland	
  interface	
  

What	
  can	
  be	
  done	
  with	
  this	
  	
  
viewpoint?	
  

Security	
  group	
  sexngs	
  (firewall)	
  
Logging	
  	
  /	
  	
  	
  billing	
  records	
  
HSM	
  
PaaS/SaaS	
  value-­‐added	
  services	
  

Currently:	
  



A	
  moEvaEng	
  example:	
  	
  
ConfidenEality-­‐preserving	
  data	
  mining	
  

Examples:	
  
Clinical	
  outcomes	
  data	
  
Demographic	
  informaEon	
  
AdverEsing	
  data	
  sets	
  
Survey	
  responses	
  
Network	
  security	
  logs	
  
…	
  

Data	
  owned	
  by	
  Bob	
  Analysis	
  by	
  Alice	
  

Alice	
  wants	
  to	
  run	
  her	
  computaEons	
  over	
  Bob’s	
  	
  
data,	
  but	
  doesn’t	
  want	
  to	
  give	
  Bob	
  her	
  code	
  

Bob’s	
  wants	
  to	
  allow	
  this,	
  but	
  needs	
  	
  
guarantees	
  about	
  the	
  use	
  of	
  his	
  	
  
confidenEal/private	
  data	
  



Bob	
  gives	
  Alice	
  access	
  	
  
to	
  data	
  Alice	
  sets	
  up	
  IaaS	
  VM(s)	
  

Provider	
  

Tenant	
  A	
   Tenant	
  B	
  

UnsaEsfying	
  approach	
  #1	
  

Bob	
  gets	
  no	
  guarantees	
  
about	
  what	
  Alice	
  does	
  
with	
  data.	
  



Bob	
  runs	
  image	
  and	
  	
  
gives	
  it	
  access	
  to	
  data	
  Alice	
  setups	
  up	
  IaaS	
  VM	
  images	
  

and	
  lets	
  Bob	
  run	
  them	
  

Provider	
  

Tenant	
  B	
  

UnsaEsfying	
  approach	
  #2	
  

Bob	
  may	
  not	
  be	
  able	
  to	
  
know	
  what	
  VM	
  image	
  
does	
  with	
  data	
  

Alice	
  loses	
  control	
  over	
  
her	
  proprietary	
  code	
  
and	
  outputs	
  



Alice	
  and	
  Bob	
  use	
  cryptography	
  (mulEparty	
  computaEon)	
  

Provider	
  

Tenant	
  B	
  

UnsaEsfying	
  approach	
  #3	
  

Tenant	
  A	
  

Only	
  feasible	
  for	
  very	
  simple	
  
funcEons	
  and	
  very	
  small	
  data	
  sets	
  



Bob	
  gives	
  Alice	
  access	
  	
  
to	
  data	
  Alice	
  sets	
  up	
  IaaS	
  VM(s)	
  

Provider	
  

Tenant	
  A	
   Tenant	
  B	
  

Instead:	
  Leverage	
  the	
  provider	
  

AsserEon	
  

Provider	
  can	
  make	
  asserEons	
  
about	
  Alice’s	
  VM	
  to	
  Bob	
  

Examples:	
  
Specific	
  VM	
  image	
  booted	
  
Firewall	
  sexngs	
  in	
  order	
  
Bandwidth	
  limits	
  in	
  place	
  
Instance	
  will	
  terminate	
  soon	
  
…	
  
	
  

Security	
  posture	
  
audit	
  tools	
  (SPATs)	
  



Security-­‐Posture	
  Audit	
  Tools	
  

What	
  SPATs	
  are	
  useful?	
  

How	
  does	
  Alice	
  opt-­‐in	
  to	
  let	
  Bob	
  	
  
use	
  SPATs	
  on	
  her	
  VM	
  instances?	
  

Can	
  we	
  make	
  this	
  transparent	
  to	
  	
  
users?	
  	
  SPAT-­‐audited	
  PaaS	
  pladorm?	
  

Provider	
  

Tenant	
  A	
   Tenant	
  B	
  

AsserEon	
  

How	
  do	
  tenants	
  idenEfy	
  audited	
  instances?	
  



Ongoing	
  work:	
  SPATs	
  on	
  OpenStack	
  

Provider	
  

Tenant	
  A	
   Tenant	
  B	
  

Data	
  owner	
  Bob	
  Compute	
  owner	
  Alice	
   VPN	
  iniEated	
  by	
  Bob	
  
“collaboraEon	
  space”	
  

Bob	
  gives	
  Alice	
  
permissions	
  to	
  run	
  
VM	
  instances	
  saEsfying	
  
certain	
  policies	
  in	
  his	
  VPN	
  

Alice	
  requests	
  VM	
  launch	
  
into	
  Bob’s	
  VPN	
  

B’s	
  
data	
  

Check	
  policy	
  regarding	
  allowed	
  	
  
VM	
  images,	
  IP	
  addresses	
  

Check	
  request	
  coming	
  from	
  	
  
local	
  IP.	
  Deny	
  external	
  requests	
  

Other	
  possible	
  checks:	
  	
  
Outbound	
  data	
  usage	
  so	
  far	
  by	
  src	
  VM	
  

	
  (hypervisor	
  can	
  easily	
  monitor?)	
  
…	
  

Result	
   A	
  



Security-­‐Posture	
  Audit	
  Tools	
  
•  The	
  future?	
  
–  PaaS	
  confidenEality-­‐
preserving	
  data-­‐mining	
  
pladorm	
  with	
  IaaS	
  provider	
  
SPAT-­‐based	
  root-­‐of-­‐trust	
  

•  Ques2ons	
  for	
  you:	
  
–  Ideas	
  for	
  SPATs?	
  
–  SPAT	
  use	
  cases	
  and	
  
requirements?	
  

–  IntegraEon	
  thoughts?	
  

Provider	
  

Tenant	
  A	
   Tenant	
  B	
  

AsserEon	
  



Some	
  Other	
  Silver	
  Projects	
  
•  Unifying	
  approach	
  to	
  authorizaEon	
  with	
  trust	
  
logics	
  	
  
–  SAFE	
  (safeclouds.org)	
  

•  Policy	
  management	
  
–  SDAC	
  (Soaware-­‐defined	
  access	
  control),	
  user-­‐facing	
  
interfaces,	
  tools	
  to	
  aid	
  policy	
  configuraEon	
  

•  Infrastructure	
  
–  SDN,	
  middleboxes,	
  hypervisors	
  

•  EncrypEon	
  services	
  
–  	
  >90%	
  of	
  EC2	
  web	
  connecEons	
  are	
  HTTP	
  	
  (circa	
  2012)	
  
–  Can	
  we	
  change	
  that	
  to	
  HTTPS	
  (or	
  something	
  even	
  
beMer)?	
  

	
  



New	
  encrypEon	
  primiEves	
  
Format-­‐transforming	
  encrypEon	
  	
  
•  EncrypEon	
  whose	
  ciphertexts	
  guaranteed	
  

to	
  match	
  against	
  input	
  regex	
  

Honey	
  encrypEon	
  
•  Password-­‐based	
  encrypEon	
  for	
  which	
  

decrypEng	
  with	
  wrong	
  password	
  leads	
  to	
  
plausible	
  plaintext	
  

Message-­‐locked	
  encrypEon	
  	
  
•  EncrypEon	
  for	
  which	
  outsourced	
  storage	
  

can	
  dedup	
  given	
  just	
  ciphertexts	
  

	
   	
   	
  [Dyer	
  et	
  al.,	
  CCS	
  2013]	
  

	
   	
   	
  [Bellare	
  et	
  al.,	
  Eurocrypt	
  2013],	
  [Bellare	
  et	
  al.,	
  USENIX	
  2013]	
  

	
   	
   	
  [Juels	
  and	
  Ristenpart,	
  Eurocrypt	
  2014]	
  



Rethinking	
  Security	
  in	
  the	
  Era	
  of	
  	
  
Cloud	
  CompuEng	
  

•  Cloud	
  observatory	
  
•  SPATs	
  and	
  IaaS	
  root-­‐of-­‐trust	
  primiEves	
  
•  Other	
  Silver	
  Projects	
  

•  Feedback	
  please!	
  




