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Mul;-­‐Tenancy	
  in	
  Public	
  IaaS	
  Clouds	
  
Two	
  customers	
  sharing	
  the	
  same	
  physical	
  host	
  managed	
  by	
  a	
  hypervisor	
  is	
  common	
  place.	
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SQUAREMULT(x, e, N): 
Let en , ..., e1 be the bits of e 
y ← 1 
for i = n down to 1 do 
      y ← SQUARE(y) 
      y ← MODREDUCE(y, N) 
      if ei = 1 then 
          y ← MULT(y, x) 
          y ← MODREDUCE(y, N) 
      end if 
end for 
return y 

Executes	
  only	
  
when	
  secret	
  
key	
  bit	
  is	
  1	
  

Executes	
  
when	
  secret	
  bit	
  
is	
  either	
  0	
  or	
  1	
  

Secret	
  
•  Libgcrypt	
  implements	
  a	
  

square	
  mulGply	
  algorithm	
  
used	
  by	
  many	
  cryptographic	
  
funcGons:	
  RSA,	
  Elgamal,	
  etc.	
  

•  Leaks	
  secrets	
  via	
  I-­‐cache	
  
usage,	
  

•  Zhang	
  et	
  al.	
  [CCS’12]	
  in	
  a	
  lab	
  
seWng	
  extracted	
  a	
  2048	
  bit	
  
secret	
  key	
  in	
  6	
  hours.	
  

An	
  Example	
  Control-­‐flow	
  	
  
Side-­‐channel	
  

Requirements	
  for	
  Successful	
  
Side-­‐Channels:	
  
1.  Shared	
  hardware,	
  
2.  Access	
  to	
  a	
  high-­‐precision	
  

Gmer,	
  and	
  
3.  Ability	
  to	
  preempt.	
  	
  

Solu;on:	
  SoI-­‐Isola;on	
  of	
  VMs	
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Goals:	
  	
  
1.  Reduce	
  risk	
  of	
  sharing,	
  	
  
2.  Monotonically	
  improve	
  security,	
  
3.  Low	
  performance	
  overhead.	
  

PreempGon	
  interval	
  

EC2,	
  Azure,	
  
Rackspace,	
  

etc.	
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Exis;ng	
  Scenario	
  

Prior	
  Defenses	
  	
  
1.   Resource	
  Par;;oning	
  or	
  

Hard	
  isola;on:	
  
Problems:	
  low	
  uGlizaGon,	
  
high	
  service	
  cost.	
  

2.   Specialized	
  Hardware:	
  
Problems:	
  high	
  cost,	
  non-­‐
commodity.	
  

3.   Reduce	
  Resolu;on	
  of	
  
Timers:	
  
Problems:	
  Loss	
  of	
  feature	
  
or	
  high	
  overhead.	
  

Simple,	
  Secure	
  Scheduler	
  Design	
  
Two	
  protecGon	
  mechanisms:	
  
•  MRT	
  mechanism	
  for	
  securing	
  batch	
  VMs	
  

that	
  are	
  involved	
  in	
  involuntary	
  context	
  
switches.	
  

•  Per-­‐core	
  State-­‐Cleansing	
  for	
  securing	
  
interac<ve	
  VMs	
  involved	
  in	
  voluntary	
  
context	
  switches	
  with	
  run<me	
  <	
  MRT.	
  	
  

All	
  context-­‐switches	
  
leak	
  informa;on	
  via	
  

shared	
  hardware	
  state	
  

Results	
  
Security	
  
•  5ms	
  MRT	
  increases	
  the	
  mod-­‐exp.	
  bit	
  operaGons	
  per	
  

preempGon	
  to	
  386	
  from	
  0.096	
  bit	
  ops	
  with	
  no	
  MRT	
  	
  
Overhead	
  of	
  MRT	
  of	
  5ms:	
  	
  
•  0.3%	
  improvement	
  for	
  batch	
  workloads,	
  
•  On	
  average	
  4%	
  and	
  at	
  worst	
  7%	
  	
  overhead	
  on	
  95th	
  

percenGle	
  latency.	
  
Overhead	
  of	
  State-­‐Cleansing:	
  
•  An	
  average	
  overhead	
  of	
  10-­‐20µs,	
  
•  A	
  worst	
  case	
  overhead	
  of	
  80-­‐100µs.	
  

000 <L13-0xd>:    
  0: 8b 08          mov    (%rax),%ecx 
  2: 85 c9          test   %ecx,%ecx 
  4: 74 07          je     d <L13> 
  6: 8b 08          mov    (%rax),%ecx 
  8: 88 4d ff       mov    %cl,-0x1(%rbp) 
  b: eb 05          jmp    12 <L14> 
 
00d <L13>: 
  d: 8b 08          mov    (%rax),%ecx 
  f: 88 4d ff       mov    %cl,-0x1(%rbp) 
 
012 <L14>: 
 12: 48 8b 40 08    mov    0x8(%rax),%rax 
 17: e9 e5 1f 00 00 jmpq   <next way in set> 

State-­‐cleansing	
  RouGne:	
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access	
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Latency-­‐oriented:	
  
•  Benefits	
  from	
  quick	
  

wakeups,	
  
•  BOOST	
  priority	
  

mechanism	
  reduces	
  
wakeup	
  latency.	
  

Throughput-­‐
oriented:	
  
Benefits	
  from	
  
longer	
  scheduler	
  
Gmeslices	
  

Time	
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(d)	
  1ms	
  MRT	
  w/	
  vicGm	
  

if subset(secret)= X then!
  for( sometime )  !
  do!
    instr. in 1/4th i-cache!
  endfor!
fi!
if subset(secret)= Y  then!
  for( sometime )!
  do!
    instr. in another 1/4th !
  endfor !
fi!

(a)	
  Simple	
  VicGm	
  Pseudocode	
  

(c)	
  No	
  MRT	
  w/	
  vicGm	
  

Protec;on	
  I:	
  MRT	
  Mechanism	
  

Protec;on	
  II:	
  State-­‐Cleansing	
  

•  InteracGve	
  VMs	
  voluntarily	
  give	
  up	
  CPU	
  
•  Not	
  protected	
  by	
  MRT	
  mechanism	
  
•  But,	
  not	
  performance	
  sensiGve	
  to	
  per-­‐core	
  state	
  

(b)	
  Idle	
  w/	
  No	
  MRT	
  


