/'W Scheduler-based Defenses against Cross-VM

7 l/ UNIVERSITY OF WISCONSIN-MADISON S i d e c h a n n e I S
-

Venkatanathan Varadarajan, Thomas Ristenpart and Michael M. Swift
University of Wisconsin-Madison

Problem: Cross-VM Side-Channels

EC2, Azure,
Rackspace,

Multi-Tenancy in Public 1aaS Clouds
Two customers sharing the same physical host managed by a hypervisor is common place.
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Solution: Soft-Isolation of VMs

Goals:

1. Reduce risk of sharing,

2. Monotonically improve security,
3. Low performance overhead.

Protection ll: State-Cleansing

State-of-the-art
CPU schedulers

* Interactive VMs voluntarily give up CPU
 Not protected by MRT mechanism
e But, not performance sensitive to per-core state
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* 0.3% improvement for batch workloads,

* On average 4% and at worst 7% overhead on 95t
percentile latency.

Overhead of State-Cleansing:

 An average overhead of 10-20us,

* A worst case overhead of 80-100ts.

9600

9400

(0 to 200 cycle range)

O

O

-

(D

2
g
\EJ

Sample probe (time series)

9200

Cache Timing per iCache set probe

schedule 5000

> 0 20 40 60 80 100 120 0 20 40 60 80 100 120

MRT (scheduler parameter) (d) 1ms MRT w/ victim (c) No MRT w/ victim




